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IT Audit Manager: Wilson Crider, CPA, CIA, CISA 

We audited the Treasurer-Tax Collector’s (T-TC) governance policies/procedures (controls) to 
ensure Countywide compliance with the Payment Card Industry Data Security Standard (PCI 
DSS) Validation Requirements.  We also selected a sample of five (5) departments to determine 
whether: 
 

 PCI DSS validation documentation was submitted to the acquiring banks;  
 Third party payment card processors and equipment complied with PCI DSS; and 
 Third party agreements addressed PCI DSS compliance.  

 
We found that the T-TC did not have a Countywide governance policy/procedure and there was 
no centralized oversight to ensure departments are submitting PCI DSS compliance validation 
documents (Self Assessment Questionnaire and Attestation) to the acquiring banks. This is a 
Significant Issue.  For 4 of 5 departments reviewed, the departments did not submit the 
validation documentation to the acquiring banks for calendar year 2008.  We were informed the 
acquiring bank did not specifically request the validation documentation from the County for 
2008.  Generally for the County’s merchant level, compliance is dictated by the acquiring banks.    
 
During our audit the T-TC developed a Countywide policy, which was completed and distributed 
after the end of our fieldwork. The new policy requires County departments to annually submit 
the PCI DSS compliance validation documents to the acquiring banks.  Additionally, while the T-
TC is not responsible for ensuring individual departments comply with PCI DSS, the T-TC has 
agreed to monitor and verify that each department submits their annual documentation to the 
acquiring banks.  As of 6/30/10, we were informed by the T-TC that all County departments have 
submitted their validation documentation for calendar year 2009 to the primary acquiring bank 
(Wells Fargo Bank). As such, we consider this Significant Issue to be corrected.  We also 
identified eleven (11) Control Findings to enhance existing controls, processes, and systems 
for payment card processing including the need for the T-TC’s credit card readers to become 
PCI DSS compliant. 
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The Internal Audit Department is an independent audit function reporting directly to the Orange County Board of Supervisors. 

Letter from Dr. Peter Hughes, CPA 
 

Transmittal Letter 
 
 
 
 

 
We have completed an Information Technology Audit of Treasurer-Tax Collector -
Controls over Compliance with Payment Card Industry Data Security Standard (PCI 
DSS). For the 12-month period ended December 31, 2009, County 
departments/agencies processed over 840,000 payment card transactions totaling 
approximately $193 million (excluding the Clerk-Recorder).  We performed this audit in 
accordance with our FY 2009-10 Audit Plan and Risk Assessment approved by the Audit 
Oversight Committee and the Board of Supervisors.  Our final report is attached for your 
review.   
 
Please note we have a structured and rigorous Follow-Up Audit process in response to 
recommendations and suggestions made by the Audit Oversight Committee (AOC) and 
the Board of Supervisors (BOS).  As a matter of policy, our first Follow-Up Audit will 
begin at six months from the official release of the report.  A copy of all our Follow-Up 
Audit reports is provided to the BOS as well as to all those individuals indicated on our 
standard routing distribution list. 
 
The AOC and BOS expect that audit recommendations will typically be implemented 
within six months and often sooner for significant and higher risk issues.  Our second 
Follow-Up Audit will begin at six months from the release of the first Follow-Up Audit 
report, by which time all audit recommendations are expected to be addressed and 
implemented.    
 
At the request of the AOC, we are to bring to their attention any audit recommendations 
we find still not implemented or mitigated after the second Follow-Up Audit.  The AOC 
requests that such open issues appear on the agenda at their next scheduled meeting 
for discussion.   
 
We have attached a Follow-Up Audit Report Form. Your department should complete 
this template as our audit recommendations are implemented.  When we perform our 
first Follow-Up Audit approximately six months from the date of this report, we will need 
to obtain the completed document to facilitate our review.  

Audit No. 2946 October 21, 2010 

TO: Chriss W. Street 
Treasurer-Tax Collector 
 

FROM: Dr. Peter Hughes, CPA, Director 
Internal Audit Department 
 

SUBJECT: IT Audit: Treasurer-Tax Collector 
Controls over Compliance with Payment 
Card Industry Data Security Standard 
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The Internal Audit Department is an independent audit function reporting directly to the Orange County Board of Supervisors. 

Letter from Dr. Peter Hughes, CPA 
 
 
Each month I submit an Audit Status Report to the BOS where I detail any material and 
significant audit findings released in reports during the prior month and the 
implementation status of audit recommendations as disclosed by our Follow-Up Audits.  
Accordingly, the results of this audit will be included in a future status report to the BOS. 
 
As always, the Internal Audit Department is available to partner with your staff so that 
they can successfully implement or mitigate difficult audit recommendations.  Please feel 
free to call me should you wish to discuss any aspect of our audit report or 
recommendations.   
 
Additionally, we will request your department complete a Customer Survey of Audit 
Services.  You will receive the survey shortly after the distribution of our final report.   
 
 
ATTACHMENTS 
 
 
Other recipients of this report are listed on the OC Internal Auditor’s Report on page 7. 
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Audit No. 2946                                                                       October 21, 2010 

TO:  Chriss Street 
 Treasurer-Tax Collector 
 
FROM: Dr. Peter Hughes, CPA, Director 
 Internal Audit Department 
 
SUBJECT: IT Audit: Treasurer-Tax Collector  

Controls over Compliance with Payment Card Industry 
Data Security Standard 

 

 
 
 
 
 
 
 
 
 

 
 
   
 

 
 
 
 
 

OBJECTIVES 
The Internal Audit Department conducted an Information Technology 
Audit of Treasurer-Tax Collector - Controls over Compliance with 
Payment Card Industry Data Security Standard (PCI DSS).    
 
The primary objective of our audit was to:  
 
1. Determine Whether Treasurer-Tax Collector’s Countywide 

Governance  Policies and Procedures (Controls) Ensure 
Compliance with PCI DSS Validation Requirements:  Review the 
T-TC’s Countywide governance policies and procedures regarding 
payment card processing to determine whether they are adequate 
to ensure compliance with PCI DSS Validation Requirements. 

 
The secondary audit objectives were to perform the following for a 
sample of five (5) County departments including the T-TC: 
 
2. Determine Whether PCI DSS Validation Documentation 

Requirements Were Met:  Determine the County’s merchant level 
for each payment card brand accepted by the sample departments.  
Then based on the merchant level, determine whether the sample 
departments submitted the appropriate PCI DSS validation 
documentation to the acquiring banks.  

 
3. Review County’s Third Party Payment Card Processors and 

Equipment for Compliance:  Determine whether third party 
payment card processors and equipment used by the sample 
departments were certified PCI DSS compliant. 

 
4. Review Third Party Agreements for PCI DSS Compliance:  For 

the sample departments, review a sample of the third party 
agreements for payment card processors, operating management 
agreements, and cashiering systems/applications to determine 
whether they address PCI DSS compliance. 

 
 

Audit Highlight 
 
We audited the T-TC’s 
governance policies and 
procedures (controls) to 
ensure Countywide 
compliance with 
Payment Card Industry 
Data Security Standard 
(PCI DSS) Validation 
Requirements.  For the 
12-month period ended 
December 31, 2009, 
County departments 
processed over 840,000 
payment card 
transactions totaling 
about $193 million 
(excluding the Clerk-
Recorder). 
 
We found the T-TC did 
not have a Countywide 
governance 
policy/procedure and 
there was no centralized 
oversight to ensure 
departments are 
submitting PCI DSS 
validation documentation 
to the acquiring banks.  
Generally for the 
County’s merchant level, 
compliance is dictated 
by the acquiring banks. 
 
We identified one (1) 
Significant Issue that 
has been subsequently 
corrected and eleven 
(11) Control Findings 
to enhance existing 
controls, processes and 
systems for payment 
card processing. 
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RESULTS 
We identified one (1) Significant Issue that has been subsequently corrected and eleven 
(11) Control Findings resulting in eleven (11) recommendations to enhance controls, 
processes, and systems for payment card processing as discussed in the Detailed 
Findings, Recommendations and Management Responses section of this report.  See 
Attachment A for a description of Report Item Classifications.  Based upon our audit, we 
noted: 
 
 Objective #1 – County PCI DSS Governance:  Determine whether Treasurer-Tax 

Collector’s Countywide governance policies and procedures (controls) ensure 
compliance with PCI DSS validation requirements. 

 
 Results: We found that the Treasurer-Tax Collector did not have a Countywide 

governance policy/procedure and there was no centralized oversight to ensure 
departments are submitting PCI DSS compliance validation documents to the 
acquiring banks.  This is considered to be a Significant Issue.   We also identified 
five (5) Control Findings in this area.  (See Findings Nos. 1-6).   

 
      Status of Significant Issue: The Treasurer-Tax Collector did not have a Countywide 

governance policy and procedure and there was no centralized oversight to ensure 
departments are submitting PCI DSS compliance validation documents (Self 
Assessment Questionnaire and included Attestation of Compliance) to the acquiring 
banks.   

 
      For 4 of 5 departments reviewed, the departments did not submit the validation 

documentation to the acquiring banks for calendar year 2008.  These four (4) 
departments were considered level “4” merchants in 2008.  The County’s acquiring 
bank (Wells Fargo for Visa, MasterCard, and Discover payment cards) published 
requirements (Fall 2008) for level “4” merchants are: annual completion of the 
applicable Self-Assessment Questionnaire and included Attestation of Compliance.  
We were informed by the T-TC that the acquiring banks did not specifically request 
documentation from the County for 2008.  Generally for the County’s merchant level, 
compliance is dictated by the acquiring banks.     

 
      During our audit the T-TC was in the process of developing a Countywide policy, which 

was completed and distributed after the end of our fieldwork.  See T-TC’s policy in 
Attachment D. The policy, effective for calendar year 2009, requires County 
departments to annually submit the PCI DSS compliance validation documents to the 
acquiring banks.  Additionally, while the T-TC is not responsible for ensuring individual 
departments comply with PCI DSS, the T-TC has agreed to monitor and verify that 
each department submits their annual documentation to the acquiring banks.    

 
      As of 6/30/10, we were informed by the T-TC that all County departments have 

submitted their PCI DSS validation documentation for the calendar year 2009 to the 
primary acquiring bank (Wells Fargo Bank).  As such, we consider this Significant 
Issue to be corrected.  
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Secondary Audit Objectives: 
 
 Objective #2 – PCI DSS Validation Requirements:  For the five (5) sample 

departments, determine whether PCI DSS validation documentation requirements 
were met. 

 
 Results: For 4 of 5 departments selected, we found that the departments did not 

submit validation documentation to the acquiring banks for calendar year 2008.   
However, we were informed by T-TC that the acquiring banks did not specifically 
request the documentation from the County for 2008.  We identified two (2) Control 
Findings in this area. (See Finding Nos. 7-8). 

 
 Objective #3 – Third Party Processors and Equipment Certified PCI DSS 

Compliant: For the five (5) sample departments, determine whether third party 
payment card processors and equipment were certified PCI DSS compliant. 

 
 Results:  For 4 of 5 departments selected, we found that the payment card vendors 

and equipment were certified PCI DSS compliant. However, the T-TC’s card readers 
for their cashiering system were not PCI DSS compliant (1 of 5 departments).  We 
identified one (1) Control Finding related to the T-TC’s card readers. (See Finding 
No. 9). 

 
 Objective #4 – Third Party Agreements: For the five (5) sample departments, review 

a sample of the third party agreements for payment card processors, operating 
management agreements, and cashiering systems/applications to determine whether 
they address PCI DSS compliance 

 
 Results:  We found several third party agreements that did not address PCI DSS 

compliance.  We identified three (3) Control Findings for third party agreements not 
addressing PCI DSS compliance.  (See Finding Nos. 10-12). 

 
 

BACKGROUND 
The Payment Card Industry Data Security Standard (PCI DSS) is a collaborative effort 
among several payment card brands (American Express, Discover, JCB, MasterCard, 
Visa) to achieve a common set of security standards for use by entities that process, store, 
or transport payment card data.   
 
Each payment card brand has incorporated PCI DSS into technical requirements for 
compliance. However, each payment card brand has variations in their processes for 
determining compliance.  Compliance is mandated by the individual payment card brands 
and is enforced by the Merchant Card Processors also known as acquiring banks.  PCI 
DSS requirements are applicable if a Primary Account Number (PAN) is stored, processed 
or transmitted by the merchant (i.e., County) or third party service provider. 
 
PCI DSS Requirements:    
There are 12 requirements: 
 

 Install and maintain a firewall configuration to protect cardholder data; 
 Do not use vendor-supplied defaults for system passwords and other security 

parameters; 
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 Protect cardholder data; 
 Encrypt transmission of cardholder data across open, public networks; 
 Use and regularly update anti-virus software; 
 Develop and maintain secure systems and applications; 
 Restrict access to cardholder data by business need to know; 
 Assign a unique ID to each person with computer access; 
 Restrict physical access to cardholder data; 
 Track and monitor all access to network resources and cardholder data; 
 Regularly test security systems and processes; and 
 Maintain a policy that addresses information security. 

 
PCI DSS Validation Requirements: 
The validation requirements for PCI DSS compliance depend on the merchant level.  
Merchants are segmented into four (4) levels based on the number and type of 
transactions processed per year, past compromising incidents, and identification by other 
payment card brands.   
 
Validation requirements may include: 
 
(1) Completing and submitting the appropriate Self Assessment Questionnaire (SAQ A, 

B, C, or D) and included Attestation of Compliance. 
(2) Quarterly network security scanning performed by an Approved Scanning Vendor 

(ASV) and submitting the results to the acquiring bank. 
(3) Payment card operations audited by Qualified Security Assessor (QSA). 
 
See Attachments B and D for more details on merchant levels, the SAQ validation types, 
and associated compliance validation requirements. 
 
County Use of Payment Cards and Merchant Account Establishment: 
The County departments accept the following payment card brands:   
 

 Master Card, Visa, and Discover via merchant agreement with Wells Fargo Bank 
(acquiring bank). 

 American Express via merchant agreement directly with American Express. 
 

The T-TC manages the relationship with Wells Fargo Bank and American Express on 
behalf of the County.  As such, the T-TC also manages the County’s overall PCI DSS 
program. 
 
Each County department may accept payment cards based on these agreements.  For a 
County department to accept payment cards, they must first establish a merchant account 
(with separate merchant ID) by completing the Agency Worksheet for Setting up New 
Merchant Account and forwarding it to the T-TC.  The T-TC then establishes a merchant 
account with Wells Fargo Bank or American Express on behalf of the department.  The T-
TC utilizes a Cash Management Checklist for Setting Up New Merchant Accounts to 
ensure the account is established properly.   
 
The T-TC also offers general guidance to departments for accepting payment cards.  This 
includes operating a terminal, the importance of using fraud prevention tools including the 
Card Verification Value (CVV) number and address verification, minimizing chargebacks, 
and the costs associated with accepting payment cards. 
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Countywide Payment Card Activity: 
For the year ended December 31, 2009, the County accepted over 840,000 debit/credit 
card payments totaling approximately $193 million. This does not include Superior Court 
activity or Clerk-Recorder activity.  See Attachment C for details of County department 
payment card transactions.  
 
“Card not present” transactions (online/phone transactions) accounted for approximately 
17% of the transactions totaling $148 million (mainly from T-TC operations).  “Card not 
present” transactions have a lower transaction volume threshold when determining 
merchant level, resulting in greater PCI DSS compliance requirements.  
 
Treasurer-Tax Collector Payment Card Activity: 
The T-TC collects property tax payments in person (card reader) and via phone and the 
internet (card not present).  Of the total $193 million payments processed by County 
departments, the T-TC processed 15% of the transactions totaling $151 million or 79% 
of the total dollars.  All T-TC payment card transactions are processed by a third party 
payment processor (Official Payments Corporation).  
 
County’s Acquiring Bank Requirements: 
Compliance with PCI DSS is mandated by the individual card brands and enforced by the 
acquiring banks. 
 

 Wells Fargo Bank (Visa, MasterCard, and Discover):  The County departments are 
considered level “4” merchants.  Wells Fargo’s published requirements (Fall 2008) for 
level “4” merchants are: annual completion of applicable Self-Assessment 
Questionnaire and included Attestation of Compliance.  Wells Fargo also strongly 
recommends quarterly network security scans by an Approved Scanning Vendor.   
 

 American Express:  Except for JWA, the County departments are considered level “3” 
merchants.  According to the T-TC, American Express does not require level “3” 
merchants to submit the applicable Self-Assessment Questionnaire (SAQ) and 
included Attestation of Compliance annually. American Express does strongly 
recommend quarterly network security scans by an Approved Scanning Vendor. 

 

JWA is considered a level “2” merchant for American Express.  American Express 
requires level “2” merchants to submit:  the applicable Annual Self-Assessment 
Questionnaire (SAQ), quarterly network security scans by an Approved Scanning 
Vendor, and annual signed “Attestation of Report Accuracy.”  Based upon their credit 
card processing environment/configuration, JWA has sought and obtained annual 
waivers from American Express. 

 
Cost of Non-Compliance: 
The following information was obtained from the “PCI DSS Compliance Closing the Loop” 
Whitepaper written by the Open Text Connectivity Solutions Group 2009: 
 

There are a number of costs associated with being non-compliant with PCI DSS.  
First, the organization would be exposed to fines and penalties.  Since the 
beginning of 2009, Visa has started levying monthly fines of $25,000 to non-
compliant US merchants and $5,000 to their Acquirers.  Merchants may also have 
their merchant level changed to level 1 requiring annual audits and quarterly 
network security scans and their associated costs.  In addition, payment card 
processing privileges may be terminated. 
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In addition to non-compliance fines, the PCI DSS allows the various payment card 
brands to fine a merchant for non-compliance with PCI for each incident.  The fines 
can amount to $500,000 per incident per card brand per compromise type (PCI 
includes both the PCI DSS and the PCI PIN requirements). 
 
There are also indirect costs associated with a security breach of about $90 to 
$305 per record, such as costs of investigation, notification, response, and 
restitution.   
 

SCOPE  
Our audit was to determine whether the Countywide controls over compliance with 
Payment Card Industry Data Security Standard (PCI DSS) requirements were sufficient as 
of December 31, 2009.  Our scope included the following elements: 
    
 We reviewed the T-TC governance policies and procedures (controls) to ensure 

Countywide compliance with the PCI DSS Validation Requirements.   
 
 We also selected a sample of five (5) departments to determine whether: 
 

 PCI DSS validation documentation was submitted to the acquiring banks;  
 Third party payment card processors and equipment complied with PCI DSS; and 
 Third party agreements addressed PCI DSS.  

 
Departments were selected based on either volume of payment card activity or “card not 
present” transactions.  As a result, we selected the following five (5) departments: 

 

1. Treasurer-Tax Collector 
2. John Wayne Airport 
3. OCCR/OC Animal Care 
4. OCCR/OC Public Library 
5. OC Public Works – only for GeoData Retrieval system and Green River Golf 

Course (under a management/operating agreement with OC Flood Control 
District.) 

 
SCOPE EXCLUSIONS 
Our audit did not include validating whether the County met individual PCI DSS 
requirements.   Our audit did not include the other County departments not selected for 
review.   
 
Management’s Responsibilities for Internal Controls 
In accordance with the Auditor-Controller’s County Accounting Manual section S-2 - 
Internal Control Systems, “All County departments/agencies shall maintain effective 
internal control systems as an integral part of their management practices. This is because 
management has primary responsibility for establishing and maintaining the internal 
control system.  All levels of management must be involved in assessing and 
strengthening internal controls.  Control systems shall be continuously evaluated and 
weaknesses, when detected, must be promptly corrected.”  The criteria for evaluating an 
entity’s internal control structure is the Committee of Sponsoring Organizations (COSO) 
control framework.  Our Internal Control Audit enhances and complements, but does not 
substitute for the Treasurer-Tax Collector’s and the five sampled departments’ continuing 
emphasis on control activities and self-assessment of control risks.  
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Inherent Limitations in Any System of Internal Control 
Because of inherent limitations in any system of internal controls, errors or irregularities 
may nevertheless occur and not be detected.  Specific examples of limitations include, but 
are not limited to, resource constraints, unintentional errors, management override, 
circumvention by collusion, and poor judgment.  Also, projection of any evaluation of the 
system to future periods is subject to the risk that procedures may become inadequate 
because of changes in conditions or the degree of compliance with the procedures may 
deteriorate.  Accordingly, our audit would not necessarily disclose all weaknesses in the 
Treasurer-Tax Collector’s and the five sampled departments’ controls, operating 
procedures, and compliance with payment card industry requirements. 
 
Acknowledgement  
We appreciate the courtesy extended to us by Treasurer-Tax Collector and the selected 
departments.  If we can be of further assistance, please contact me directly; or Eli Littner, 
Deputy Director at 834-5899; or Autumn McKinney, Senior Audit Manager at 834-6106. 
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Kristine Watson, Chief of Customer Service, OCCR/OC Animal Care 
Helen Fried, County Librarian, OCCR/OC Public Library 
James Martin, Manager, OCCR/OC Public Library/Fiscal and Purchasing Services 
Dave Sankey, Manager, OCCR/Budget and Financial Services 
Clyde Gamboa, Manager, OCCR/Information Technology 
Jess Carbajal, Director, OC Public Works  
Thomas Mason, Manager, OCPW/Corporate Real Estate 
Alicia Campbell, Manager, OCPW/Special Services 
Merrie Weinstock, Manager, OCPW/OC Engineering/Flood Control/Green River Golf Course 
Foreperson, Grand Jury 
Darlene J. Bloom, Clerk of the Board of Supervisors 
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Audit Objective #1 – County PCI DSS Governance 
Our objective was to determine whether the Treasurer-Tax Collector’s (T-TC) 
Countywide policies and procedures (controls) ensure compliance with PCI DSS 
validation requirements.  Policies and procedures should address acceptance and 
processing of payment cards, establishment of merchant accounts, and monitoring 
departments’ compliance with validation requirements. 
 

Process and Control Strengths  
Process and control strengths noted during the audit include: 

 

 T-TC Provides Guidance to County Departments for Payment Card Processing:  The 
T-TC offers general guidance for accepting payment cards.  This includes operating 
a terminal, the importance of using fraud prevention tools including the CVV number 
and address verification, minimizing chargebacks, and the costs associated with 
accepting payment cards. 

 

 Standardized Forms Used for Account Establishment:  The T-TC establishes the 
merchant accounts for County departments based on their completion of a Standard 
Worksheet and Checklist. 

 

The following are areas where processes and controls can be enhanced: 
 

1. Finding No. 1 – No Countywide Governance Policy and Procedure Regarding 
PCI DSS and the Validation Requirements (Significant Issue) 
The Treasurer-Tax Collector did not have a Countywide governance policy and 
procedure for PCI DSS. There was no centralized oversight to ensure County 
departments are submitting PCI DSS compliance validation documents (Self 
Assessment Questionnaire and included Attestation of Compliance) to the acquiring 
banks.  
 

For 4 of 5 departments reviewed, the departments did not submit the validation 
documentation to the acquiring banks for calendar year 2008.  We were informed the 
acquiring banks did not specifically request the validation documentation from the 
County for calendar year 2008 (except in one instance for JWA who obtained a 
waiver from American Express). Generally for the County’s merchant level, 
compliance is dictated by the acquiring banks.     

 

During our audit the T-TC was in the process of developing a Countywide policy, 
which was completed and distributed after the end of our fieldwork. The policy 
requires County departments to annually submit the PCI DSS compliance validation 
documents to the acquiring banks by April 30th, effective for calendar year 2009.  
Additionally, while the T-TC is not responsible for ensuring individual departments 
compliance with PCI DSS, the T-TC has agreed to monitor and verify that each 
department submits their annual documentation to the acquiring banks.  As of June 
30, 2010, we were informed by the T-TC that all County departments have submitted 
their validation documentation for calendar year 2009 to the primary acquiring bank 
(Wells Fargo Bank).  As such, we consider this Significant Issue to be corrected 
by the T-TC and no recommendation is needed.   

 

Recommendation No. 1:  Not required as corrective action has been taken by the 
Treasurer-Tax Collector to implement a Countywide policy.  See policy in Attachment 
D to this report. 
 

Treasurer-Tax Collector Response:  Not required. 



 

IT Audit:  Treasurer-Tax Collector 
Controls over Compliance with 
Payment Card Industry Data Security Standard 
Audit No. 2946                                                                                                                                                                                    Page 9 

DETAILED FINDINGS, RECOMMENDATIONS AND 
MANAGEMENT RESPONSES 
 
 
2. Finding No. 2 – No Countywide Governance Policy and Procedure Regarding 

Establishing Bank Accounts (Control Finding)  
The Treasurer-Tax Collector does not have a Countywide policy or formalized 
procedures for the establishment of bank accounts including the requirement that all 
County departments must open bank accounts through the T-TC.    
 
Additionally, departments may not be aware that establishing Pay Pal accounts may 
be considered banking relationships. Without Countywide policy and guidance from 
the T-TC, a department could establish accounts outside the control of the County 
(e.g., Pay Pal accounts linked to personal bank accounts) exposing the County to 
loss of funds or fines and penalties if a breach were to occur.  A risk is that Pay Pal 
accounts allow for debit cards to be issued for withdrawing monies. 
 
Recommendation No. 2: 
We recommend that the Treasurer-Tax Collector develop and distribute a 
Countywide governance policy for the establishment of bank accounts. 
 
Treasurer-Tax Collector Response: 
Concur. Treasurer-Tax Collector management will develop and distribute a 
Countywide governance policy for the establishment of bank accounts by January 
31, 2011. 

 
3. Finding No. 3 – No Countywide Governance Policy and Procedure Regarding 

Establishing Merchant Accounts (Control Finding) 
The Treasurer-Tax Collector does not have a Countywide policy or formalized 
procedures for establishing merchant accounts.  We were informed by the T-TC that 
departments can establish their own merchant accounts and are not required to go 
through the T-TC.  
 
The T-TC has a merchant agreement with Wells Fargo Bank (for Visa, Master Card, 
and Discover) and the majority of departments utilize Wells Fargo Bank as their 
merchant bank (acquiring bank) for those payment cards.  However, there are some 
exceptions: 
 
 OCPW/Green River Golf Course:  We were informed they were unable to utilize 

the Wells Fargo merchant agreement (because the industry specific software 
associated with their Point of Sale system was not certified by Wells Fargo Bank) 
and therefore, established a merchant agreement with Elavon – Electronic 
Transaction Systems. The T-TC informed us that it did verify that Green River 
Golf Course submitted their calendar year 2009 PCI DSS compliance validation 
documentation to the acquiring bank. 

 
 Clerk-Recorder:  We were informed the Clerk-Recorder has established a 

merchant agreement with an entity other than Wells Fargo.  We did not audit the 
Clerk-Recorder as part of this audit.  However, we were informed by the T-TC 
that it did not verify whether the Clerk-Recorder submitted their calendar year 
2009 PCI DSS compliance validation documentation to the acquiring bank.  The 
T-TC indicated they are willing to monitor submission of the annual compliance 
documentation once provided with details regarding the Clerk-Recorder’s 
merchant agreement/acquiring bank. 
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The T-TC should develop a policy or formalized procedures for the establishment of 
merchant accounts including the requirement that County departments notify the T-
TC when establishing a merchant account (acquiring bank) with someone other than 
Wells Fargo.  This will allow the T-TC to monitor the departmental submissions of 
annual PCI DSS compliance validation documentation to the other acquiring banks. 
 
Recommendation No. 3: 
We recommend that the Treasurer-Tax Collector develop and distribute a 
Countywide governance policy for the establishment of merchant accounts. 
 
Treasurer-Tax Collector Response: 
Concur.  Treasurer-Tax Collector management will develop and distribute a 
Countywide governance policy for the establishment of merchant accounts by 
January 31, 2011. 

 
 
4. Finding No. 4 – No Auditor-Controller Policy Regarding Payment 

Cards/Electronic Payments (Control Finding) 
The Auditor-Controller Accounting Manual No. C-4 - Deposits does not address 
payment cards/electronic payments.  The policy was revised in 2001 (before PCI 
DSS) and only addresses cash and checks. The Auditor-Controller should have 
documented policies and procedures for accepting and handling electronic/payment 
card transactions including ensuring staff are adequately trained on the 
requirements.  The policy should include a requirement that County departments 
must follow the T-TC’s new policy for PCI DSS compliance and the validation 
requirements.  Without appropriate policies, these transactions may not be 
processed properly exposing the County to liability and loss of funds. 
 
Recommendation No. 4 
We recommend that the Auditor-Controller revise Accounting Manual No. C-4 - 
Deposits to address acceptance of payment cards. 
 
Auditor-Controller Response: 
We concur with the Internal Audit Department’s Recommendation No. 4.  The 
Auditor-Controller Accounting Manual No. C-4 – Deposits will be updated by October 
15, 2010 to address payment/electronic cards. 

 
 
5.   Finding No. 5 – T-TC Forms Do Not Address PCI DSS (Control Finding)  

The T-TC uses two standardized forms when establishing merchant accounts for 
County departments: 
 
 Agency Worksheet for Setting up New Merchant Account - completed by County 

Departments. 
 Cash Management Checklist for Setting Up New Merchant Accounts - completed 

by the T-TC. 
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These forms do not address PCI DSS compliance.  The Agency Worksheet should 
include reference to PCI DSS requirements so the departments are aware of the 
requirements prior to establishing the account.  The Cash Management Checklist 
should include steps to require the applicable Self Assessment Questionnaire (SAQ) 
be completed by the County department; this will help ensure the department is fully 
aware of the responsibilities and will be able to comply with the PCI DSS 
requirements. 
 
Recommendation No. 5 
We recommend that the Treasurer-Tax Collector update the Agency Worksheet and 
Cash Management Checklist for Setting up New Merchant Accounts to address PCI 
DSS validation requirements. 
 
Treasurer-Tax Collector Response: 
Concur.  Both worksheets have been updated.  When supplying potential new 
merchants with the Agency Worksheet, the TTC will also provide the Orange County 
Payment Card Industry Data Security Standard policy, a document on Getting 
Started and a cover letter. 
 
 

6. Finding No. 6 – Increasing PCI DSS Awareness (Control Finding)  
Quarterly, the T-TC receives payment card acceptance information from Wells Fargo 
Bank.  This information is currently not being forwarded to the County departments 
that accept payment cards.  By forwarding this information, it would raise awareness 
of PCI DSS requirements for County departments as well as promote compliance 
with the standard.  In addition, the Wells Fargo newsletters may include information 
about additional services (some are no charge to the County) for complying with PCI 
DSS. 
 
After our fieldwork was completed, the T-TC implemented procedures to periodically 
distribute information relating to PCI DSS, including the Wells Fargo newsletters, to 
the County departments.  The T-TC provided an example of an informational email 
sent to the County departments on May 24, 2010.  As such, we consider this 
Control Finding to be corrected by the T-TC and no recommendation is 
needed. 
 
Recommendation No. 6:  Not required as correction action has been taken. 
 
Treasurer-Tax Collector Response:  Not required. 

 
 
 
Audit Objective #2 – PCI DSS Validation Requirements 
Our objective for the five (5) selected departments was to determine whether the County 
met PCI DSS validation requirements.  Our audit included determining the County’s 
merchant level for each card brand accepted and verifying the validation requirements 
were met.  
 
 
 



 

IT Audit:  Treasurer-Tax Collector 
Controls over Compliance with 
Payment Card Industry Data Security Standard 
Audit No. 2946                                                                                                                                                                                    Page 12 

DETAILED FINDINGS, RECOMMENDATIONS AND 
MANAGEMENT RESPONSES 
 
 
Process and Control Strengths  
Process and control strengths noted during the audit include: 
 
 T-TC Provides Guidance to County Departments for Payment Card Processing:  The 

T-TC offers general guidance for accepting payment cards.  This includes operating 
a terminal, the importance of using fraud prevention tools including the CVV number 
and address verification, minimizing chargebacks, and the costs associated with 
accepting payment cards. 

 
The following are areas where processes and controls can be enhanced: 
 
7. Finding No. 7 – Departments Did Not Complete/Submit Self-Assessment 

Questionnaires to Acquiring Bank (Control Finding)  
Completion of the Self-Assessment Questionnaire (SAQ) is required to certify PCI 
DSS compliance.  Non-compliance may result in fines or penalties including the 
revocation of payment card acceptance. 
 
For calendar year 2008: 
 
 Three of the five sampled departments (T-TC, OC Animal Care, and OCPW 

specifically for Geodata and Green River Golf Course) did not complete the 
applicable PCI DSS Self Assessment Questionnaire. 

 
 One of the five sampled departments (OC Public Library) completed the 

applicable PCI DSS Self Assessment Questionnaire, but did not submit it to the 
acquiring bank. 

 
 One of the five sampled departments (JWA) did not complete the applicable PCI 

DSS Self Assessment Questionnaire (SAQ). As noted below, JWA indicated the 
acquiring banks did not request the PCI DSS SAQ from JWA for 2008. 
Additionally, as JWA does not process payment card transactions through the 
County’s data network or any internet service provider, JWA sought and received 
annual waivers from American Express for the quarterly network scanning and 
PCI DSS SAQ requirements. 

 
Compliance with PCI DSS is enforced by the acquiring banks.  According to the T-
TC, the acquiring banks did not specifically request documentation from the County 
for calendar year 2008. 
 
For calendar year 2009, the T-TC’s new policy requires the County departments to 
complete and submit the PCI DSS Self Assessment Questionnaire to the acquiring 
banks. 
 
Recommendation No. 7 
We recommend that the T-TC annually monitor and verify that each County 
department accepting payment cards completes and submits the applicable PCI 
DSS Self Assessment Questionnaire to the acquiring banks.   
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Treasurer-Tax Collector Response: 
Concur. The Orange County Payment Card Industry Data Security Standard policy 
has been amended to require the TTC to monitor and verify submissions to Wells 
Fargo Bank and all other acquiring banks.  Below is the updated statement from the 
policy.   

 
**Important Note:   
For locations that use Wells Fargo Bank as their merchant bank - SAQ’s and an 
Attestation of Compliance must be submitted to Wells Fargo Merchant Services at 
the address below by April 30th of each year.   
 
For locations that use a merchant bank other than Wells Fargo Bank - SAQ’s and 
an Attestation of Compliance must be submitted to the Cash Management Division 
of the Orange County Treasurer’s Office by April 30th of each year.  
 
Compliance will be verified and monitored by the Treasurer’s Office. Failure to 
comply could result in the closure of your merchant account. 

 
 
8. Finding No. 8 – Quarterly Network Security Scan for T-TC (Control Finding) 

For level “4” merchants, Wells Fargo strongly recommends quarterly network 
security assessments.  For levels “1” through “3” merchants, Wells Fargo requires 
quarterly network security scans performed by an Approved Scanning Vendor (ASV). 
 
For calendar year 2009, the T-TC processed 20,597 web (e-commerce) Visa 
payment card transactions.  The threshold for Merchant level “3” for Visa and 
MasterCard transactions is 20,000 to 1,000,000 e-commerce transactions.   As such, 
the T-TC may be considered a level “3” merchant.   If so, Wells Fargo (acquiring 
bank) may require the T-TC to have quarterly network security scans performed by 
an Approved Scanning Vendor. 
 
On April 2, 2010, we attended a meeting with T-TC and CEO/Information Technology 
(CEO/IT) staff.  The T-TC initiated the meeting to determine whether they could 
utilize an existing Request For Proposal (RFP) that CEO/IT was preparing for 
security assessment vendors.   The T-TC and CEO/IT also planned to research 
whether other County departments may be interested in participating in quarterly 
network security scans. 

 
Recommendation No. 8 
We recommend that the Treasurer-Tax Collector determine whether they are 
considered a level “3” merchant by Wells Fargo and whether they need to begin 
having quarterly network security scans performed by an Approved Scanning 
Vendor.   
 
Treasurer-Tax Collector Response: 
Concur. TTC has received confirmation from Wells Fargo Bank that they are not 
required to have a quarterly network security scan. The only requirement is 
completing Self Assessment Questionnaire A – for merchants with no electronic 
storage, processing, or transmission of Cardholder Data on an annual basis. 
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Audit Objective #3 – Third Party Processors and Equipment Certified PCI DSS 
Compliant 
Our objective for the five (5) selected departments was to determine whether third party 
payment card processors and equipment were certified PCI DSS compliant.   
 
Process and Control Strengths 
Process and control strengths noted during the audit include: 
 
 Third Party Compliance: Payment card payment processors used by the selected 

County departments were certified PCI DSS compliant by MasterCard/Visa. 
  
 Equipment Compliance:  Payment card readers used by the selected County 

departments were certified PCI DSS compliant by MasterCard/Visa, except for the T-
TC’s payment card readers/cashiering system terminals. 

 
The following are areas where processes and controls can be enhanced: 
 

9. Finding No. 9 – T-TC’s Cashiering System Terminals/Payment Card Readers 
Are Not PCI DSS Compliant (Control Finding)  
The T-TC informed us that its cashiering system terminals/payment card readers 
were not PCI DSS compliant.  The T-TC was aware of this issue prior to our audit 
and issued a Request for Proposal on April 15, 2009. The winning bidder was 
Salepoint. They plan to replace their cashiering system terminals/payment card 
readers by September 2010.  The T-TC should be PCI DSS compliant to prevent 
exposure to fines/penalties from payment card brands, negative publicity, and civil 
penalties. 
 
Recommendation No. 9 
We recommend that the Treasurer-Tax Collector complete its project to replace the 
current cashiering system and payment card readers/terminals as soon as possible 
to limit the County’s exposure. 
 
Treasurer-Tax Collector Response: 
Concur. The new cashiering system installation went live on September 14, 2010. 
 
 

Audit Objective #4 – Third Party Agreements 
Our objective for the five (5) selected departments was to review a sample of the third 
party agreements for payment card processors, operating management agreements, 
and cashiering systems/applications to determine whether they address PCI DSS 
compliance.   
  
The following is where processes and controls could be improved to enhance payment 
card processing and PCI DSS compliance: 
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10. Finding Nos. 10 and 11 – County Third Party Agreements Do Not Address PCI 

DSS Requirements (Two Control Findings)  
We reviewed a sample of the third party agreements as listed below:  
 
Third Party Payment Card Vendors: 

 Authorize.NET – used by T-TC and OC Animal Care 
 Pay Pal, Inc. – used by OCPW/Geodata and OC Public Library  
 

Information System Agreements: 
 Sirsi (point of sale cashiering system) and Envisionware (e-commerce 

gateway) – used by OC Public Library 
 

Operating/Property Management Agreements: 
 OCPW/Green River Golf Course  
 JWA/Parking Concepts, Inc.  
 

The above contracts/agreements did not mention or address PCI DSS compliance.  
Some of these contracts/agreements are older (before PCI DSS).  However, some 
contracts/agreements were developed more recently (2008 and 2009).   
 
Currently, the County does not have standard/approved contract language available 
to the County departments addressing PCI DSS or Payment Application (PA) DSS in 
these types of third party agreements.  Effective July 1, 2010, Visa requires all 
payment applications to be PA DSS certified. 
 
JWA recently included language similar to the below in its recent draft Request For 
Proposal for a new parking lot/cashiering system application: 

 The vendor provided payment application must be tested and approved by the 
PCI SSC (Security Standards Council) for new deployments. 

 The vendor-provided payment application must be validated by a PA QSA 
(Payment Application Qualified Security Assessor) recognized by the PCI SSC. 

 The vendor’s application software shall conform to PCI DSS. 

 PCI DSS and/or PA DSS certification shall be included in the proposer’s bid 
response. 

Third party agreements should address PCI DSS compliance to ensure the County is 
performing its due diligence as well as limit the County’s exposure to fines/penalties 
from payment card brands, negative publicity, and civil penalties.  There should be 
standard contract language developed and made available to the County 
departments. 
 
For the operating/property management agreements, consideration should be given 
to PCI DSS and PA DSS compliance that is reasonably under the control of the 
operator versus under the control of the County. 
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Recommendation No. 10: 
We recommend that the County Procurement Office work with County Counsel to 
develop standard terms and conditions to address PCI DSS and PA DSS compliance 
for contracts with third party payment processors or for the purchase/lease of 
payment card equipment and systems/applications.   
 
County Procurement Office Response: 
Concur.  The CEO/Procurement Office is meeting with County Counsel to develop 
these standard terms and conditions.  This process will be completed by October 31, 
2010. 
 
Recommendation No. 11: 
We recommend that the OCPW/Corporate Real Estate work with County Counsel to 
develop standard terms and conditions to address PCI DSS and PA DSS compliance 
in the operating/property management agreements.   
 
OC Public Works Response: 
We concur; Corporate Real Estate will work with County Counsel to develop 
standard terms and conditions.  The estimated date of completion is December 6, 
2010. 

 
 
11. Finding No. 12 – Third Party Processing Not Clear to User (Control Finding)  

We reviewed the County’s payment card websites for:  
 

 Treasurer-Tax Collector - Property Tax website 
 OC Public Works - Geodata Retrieval system 
 OCCR/OC Animal Care - Chameleon system  
 OCCR/OC Library - Sirsi system  

 
We noted that it is not clear to the public that the user is being redirected to a third 
party for transaction processing.  As a matter of transparency, the public should be 
made aware of who is processing their transaction.  By alerting the public of the third 
party (such as a pop-up window), the County may limit its exposure in the event of a 
security breach. 
 
Recommendation No. 12 
We recommend that the Treasurer-Tax Collector, OC Public Works, and OC 
Community Resources modify their payment acceptance web sites to clearly state 
that they are being directed to a third party for payment processing. 
 
Treasurer-Tax Collector Response: 
Concur. The Treasurer-Tax Collector web site has been modified with the statement 
below.  It appears on each page where a tax payer has the opportunity to make a 
payment. 
 

Clicking "Pay by Checking/Savings Account" or "Pay by Credit Card" will take you 
to a third party vendor payment processing website. 
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OC Public Works Response: 
We concur; this recommendation has been implemented and is now operational. 
 
OC Community Resources Response: 
Not required.  See auditor note below. 
 
Internal Audit Note:   
During the draft report process, OCCR updated its online payment card applications 
(Chameleon and Sirsi) to notify users that their payments are being processed by a 
third party.  We validated that adequate corrective action was taken.  As such, we 
consider this recommendation for OCCR to be implemented. No further action 
is required for OCCR. 
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ATTACHMENT A:  Report Item Classifications 
 

 
For purposes of reporting our audit observations and recommendations, we will classify 
audit report items into three distinct categories:  
 
Material Weaknesses:   
Audit findings or a combination of Significant Issues that can result in financial liability 
and exposure to a department/agency and/or to the County as a whole.  Management is 
expected to address “Material Weaknesses” brought to their attention immediately. 
 
Significant Issues:   
Audit findings or a combination of Control Findings that represent a significant deficiency 
in the design or operation of processes or internal controls.  Significant Issues will 
generally require management’s prompt corrective actions.  
 
Control Findings:  
Audit findings concerning internal controls, compliance issues, or efficiency/effectiveness 
issues that require management’s corrective action to implement or enhance processes 
and internal controls.  Control Findings are expected to be addressed within our follow-
up process of six months, but no later than twelve months. 
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ATTACHMENT B:  PCI Validation Requirements 
 
 

PCI 
Level 

 

Visa,  MasterCard and 
Discover Network 

American Express PCI DSS Compliance 
Validation Requirements 

1  Over 6 million Visa or 
MasterCard 
transactions per year 

 Businesses that 
experienced a data 
compromise 

 Businesses meeting 
the Level 1 criteria of 
another payment card 
brand 

 Over 2.5 million 
American Express 
transactions per year 

 Businesses that 
experienced a data 
compromise 

 Annual onsite review by a 
Qualified Security Assessor 

 Quarterly network security 
scan by an Approved 
Scanning Vendor 

 Annual submission of a 
compliant “PCI Report On 
Compliance” 

 Annual signed “Attestation 
on Non-Storage of Non-
Compliant Data” for non-
compliant businesses only 

2  1 million to 6 million 
Visa or MasterCard 
transactions per year 

 Businesses meeting 
the Level 2 criteria of 
another payment card 
brand 

 50,000 to 2.5 million 
American Express 
transactions per year

 Annual Self Assessment 
Questionnaire must be 
submitted to Wells Fargo 
Merchant Services 

 Quarterly network security 
scan by an Approved 
Scanning Vendor 

 Annual signed “Attestation 
on Non-Storage of Non-
Compliant Data” for non-
compliant businesses only 

 Annual signed “Attestation 
of Report Accuracy” 

3  20,000 to 1 million e-
commerce Visa or 
MasterCard 
transactions per year 

 Businesses meeting 
the Level 3 criteria of 
another payment card 
brand. 

 All other businesses  Annual Self Assessment 
Questionnaire must be 
submitted to Wells Fargo 
Merchant Services 

 Quarterly network security 
scan by an Approved 
Scanning Vendor 

 Annual signed “Attestation 
of Report Accuracy” 

4  All other businesses  N/A  Annual Self Assessment 
Questionnaire 

 Quarterly network security 
scan by an Approved 
Scanning Vendor strongly 
recommended 

 
Source:  Wells Fargo Merchant Intelligence Bulletin - Fall 2008
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ATTACHMENT C:  County Payment Statistics (excludes Clerk-Recorder) 
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ATTACHMENT C:  County Payment Statistics (continued) 
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ATTACHMENT C:  County Payment Statistics (continued) 
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ATTACHMENT C:  County Payment Statistics (continued) 
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ATTACHMENT D:  Treasurer-Tax Collector Policy for Orange County PCI DSS 
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ATTACHMENT D:  Treasurer-Tax Collector Policy for Orange County PCI DSS 
(continued) 
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ATTACHMENT D:  Treasurer-Tax Collector Policy for Orange County PCI DSS 
(continued) 
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ATTACHMENT D:  Treasurer-Tax Collector Policy for Orange County PCI DSS 
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