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As a result of our Internal Control Reviews of the County’s bi-weekly payroll processes 
and our continuing assessment of the Virtual Timecard Interface (VTI) system, an issue 
came to our attention, which we consider a Significant Issue, concerning the ability of 
certain users to access to employee Social Security numbers and annual leave balances 
in the VTI system.  Our special report on this issue is attached for your review.   
 
Please note we have a structured and rigorous Follow-Up Audit process in response to 
recommendations and suggestions made by the Audit Oversight Committee (AOC) and 
the Board of Supervisors (BOS).  As a matter of policy, our first Follow-Up Audit will 
begin at six months from the official release of the report.  A copy of all our Follow-Up 
Audit reports is provided to the BOS as well as to all those individuals indicated on our 
standard routing distribution list.   
 
The AOC and BOS expect that audit recommendations will typically be implemented 
within six months and often sooner for significant and higher risk issues.  Our second 
Follow-Up Audit will now begin at 12 months from the release of the original report, by 
which time all audit recommendations are expected to be addressed and implemented.    
 
We have attached a Follow-Up Audit Report Form. Your department should complete 
this template as our audit recommendation is implemented.  When we perform our first 
Follow-Up Audit approximately six months from the date of this report, we will need to 
obtain the completed document to facilitate our review.  
 
At the request of the AOC, we are to bring to their attention any audit recommendations 
we find still not implemented or mitigated after the second Follow-Up Audit.  The AOC 
requests that such open issues appear on the agenda at their next scheduled meeting 
for discussion.   
 
Each month I submit an Audit Status Report to the BOS where I detail any material and 
significant audit findings released in reports during the prior month and the 
implementation status of audit recommendations as disclosed by our Follow-Up Audits.  
Accordingly, the results of this audit will be included in a future status report to the BOS. 
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As always, the Internal Audit Department is available to partner with your staff so that 
they can successfully implement or mitigate difficult audit recommendations.  Please feel 
free to call me should you wish to discuss any aspect of our audit report or 
recommendation.   
 
 
ATTACHMENTS  
 
 
Other recipients of this report are listed on the Internal Auditor’s Report on page 1. 
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INTERNAL AUDITOR’S REPORT 
 
 
 
 
 
 
 
 
 
 

 
Scope of Review 
In the course of our continuing assessment of the bi-weekly payroll 
process and the Virtual Timecard Interface (VTI) system, an issue 
was identified concerning access and confidentiality of employee 
Social Security numbers.  This special report discusses only this 
issue, and we have issued separate audit reports for our payroll 
reviews.  Our review was conducted in accordance with professional 
standards established by the Institute of Internal Auditors.   
 
Results 
Because of the privacy risk, sensitivity, and the potential of misuse of 
employee Social Security numbers, we consider the items contained 
in this report to be Significant Issues, and accordingly, did not 
provide the specifics in this report.  We did, however, immediately 
meet with you and your Information Technology staff to work towards 
immediate resolution of the issue.  We have also provided four 
recommendations for immediate evaluation and implementation. 
See Attachment A for description of Report Item Classifications.     
 
Virtual Timecard Interface 
Beginning approximately FY 2000-01, the County began 
implementing an automated timekeeping and reporting system known 
as Virtual Timesheet Interface (VTI).  The software was developed by 
IntelliTime Systems Corporation and is supported by Auditor-
Controller Information Technology.  VTI was initially tested in a few 
select departments and eventually was implemented by nearly all 
County departments/agencies.  

 
VTI has eight different user roles (e.g., employee, supervisor, payroll 
clerk, etc.).  Each user role has different rights, with different levels of 
access.  We noted that VTI currently enables users in the 
supervisory and payroll clerk roles (anyone with permission to 
review and approve timesheets) to obtain complete Social Security 
numbers and annual leave balances for all employees within their 
respective department/agency, including management and executive 
level.  This can be accomplished by accessing employee information 
screens and performing queries that are available in these user roles.   
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This access appears to be limited to employees within the user’s own 
department/agency.  It should be noted that we are not aware of any 
breaches or misuses of this information, nor the extent of knowledge 
by VTI users in the County to access this information.   
 
 
Protecting the Confidentiality of Social Security Numbers   
The California Office of Privacy Protection in the Department of 
Consumer Affairs has the statutorily mandated purpose of protecting 
the privacy of individuals’ personal information.  The Office of Privacy 
Protection has published recommended practices for protecting the 
confidentiality of Social Security numbers (SSNs) because of the role 
they have come to play in the marketplace, in identity theft and other 
forms of fraud.  We have included their report as an attachment to this 
letter.   
 
The California Code sections governing access and confidentiality of 
SSNs include: 
 
• Civil Code Sections 1798.85 – 1798.86.  The California Office of 

Privacy Protection developed recommended practices that 
address, but are not limited to, the provisions of these Civil Code 
Sections.  One of these recommended practices, or Fair 
Information Practice Principles, involves limiting access to records 
containing SSNs only to those who need them for performance of 
their duties.      
 
Labor Code Section 226 – requires employers to use only the 
last four digits of SSNs if they are shown on payroll related 
documents.  Employers must comply with this code by January 1, 
2008. 
 

Please refer to Attachment C - Recommended Practices on Protecting 
the Confidentiality of Social Security Numbers for further discussion of 
the above code sections.   
 
 
Employee Identification Numbers 
We note that VTI also uses employee ID numbers as system 
identifiers in addition to using SSNs.  An analysis should be 
conducted to determine if SSNs are needed as identifiers in addition 
to employee ID numbers.     

 
Because VTI is used nearly Countywide (exceptions are the Sheriff-
Coroner and sections of the Probation Department), and SSNs are 
the most prevalent form of personal information that play a significant 
role in the recent growth of identity theft and other consumer fraud, we 
have developed the following recommendations, all which we 
consider to be Significant Issues, for immediate corrective action to 
minimize risk and exposure of this information.   
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We have also included a recommendation to evaluate the need to 
access employee annual leave balances, which is displayed with the 
SSNs; however, we acknowledge that employee leave information is 
personal and poses little risk for misuse.   
 
 
Recommendation No. 1 
We recommend that Auditor-Controller/Information Technology 
investigate the full extent and impact of the ability to access employee 
Social Security numbers and annual leave balances.  The 
investigation should include whether this information can be accessed 
by other user roles assigned in the VTI system.  
 
Auditor-Controller Management Response: 
Concur:  Based on the Internal Audit Department’s findings, we 
conducted an investigation to further assess situations where Social 
Security numbers might be accessible in VTI, including annual leave 
balances search processes.  A number of vulnerabilities were 
identified.  We also identified an issue where supervisors could 
access employees who reported to other managers within their own 
agency.  Corrective actions were taken on August 3, 2007 (noted 
below). 
 
Additionally, an expanded review is currently underway and we will 
keep you posted on its progress.   
 
 
Recommendation No. 2 
We recommend that Auditor-Controller/Information Technology 
implement corrective action that restricts access to employee Social 
Security numbers in accordance with governing rules and regulations.   
 
Auditor-Controller Management Response: 
Concur:  Corrective actions were taken based on our investigation, as 
discussed in the response to Recommendation No. 1.  Specifically, 
the following actions were implemented: 
 
• Masked the SSN field on the “User Opening Balance” screen for 

all roles; 
• Masked the SSN field on the “User Maintenance” screen for all 

roles; 
• Removed the SSN field on the “User Role/Range Assignment” 

screen for all roles; 
• Removed the search capability from the “User Opening Balance” 

screen; and 
• Eliminated time keepers’ ability to search for employees not in the 

range assigned to them.  
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Recommendation No. 3 
We recommend the Auditor-Controller evaluate whether Social 
Security numbers are necessary as identifiers when employee ID 
numbers are also utilized in VTI.  
 
Auditor-Controller Management Response: 
Concur:  We have been aware of this issue and have been exploring 
options for the elimination of the Social Security number field in VTI.  
However, this field is still required because it is the primary key with 
which the CGI/AMS (AHRS) functions and interfaces with VTI.  The 
cost to modify the existing process would be significant.  Based on 
this, we are continuing efforts to further assess VTI to ensure access 
to Social Security numbers is properly restricted.  Additionally, as the 
County of Orange moves forward in its assessment of a replacement 
for the current AHRS application, alternatives for eliminating the use 
of Social Security numbers as the primary key will be aggressively 
pursued.  Finally, the removal of Social Security numbers as the 
primary key in the CAPS system has been identified as a strategic 
priority.  
 
 
Recommendation No. 4 
We recommend that if any breach or misuse of employee Social 
Security numbers is identified during the course of this investigation, 
that the Auditor-Controller explores the necessary measures for 
remediation, such as notification to employees and resulting actions to 
enable credit monitoring for unauthorized uses.   
 
Auditor-Controller Management Response: 
Concur:  Our investigation did not identify any misuse of Social 
Security numbers.  However, a number of vulnerabilities were 
identified and corrected, as noted in our response to 
Recommendation No. 2.  
 
 
Acknowledgment  
We appreciate the courtesy and cooperation extended to us by the 
personnel of the Auditor-Controller. If we can be of further assistance, 
please contact me or Eli Littner, Deputy Director, at (714) 834-5899 or 
Michael Goodwin, Senior Audit Manager, at (714) 834-6066. 
 
Respectfully Submitted, 
 
 
 
 
Peter Hughes, Ph.D., CPA 
Director, Internal Audit Department 
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ATTACHMENTS 
 
Distribution Pursuant to Audit Oversight Committee Procedure No. 1: 

 
Members, Board of Supervisors 
Members, Audit Oversight Committee  

   Shaun Skelly, Senior Director, A-C Accounting and Technology 
Phillip Daigneau, Assistant Auditor-Controller, A-C Information 
 Technology 

   Toni Smart, Manager, A-C Internal Audit and Staff Services 
   Foreperson, Grand Jury 
   Darlene J. Bloom, Clerk of the Board of Supervisors 
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ATTACHMENT A:  Report Item Classifications 
 

 
For purposes of reporting our audit observations and 
recommendations, we will classify audit report items into three distinct 
categories:  
 

 Material Weaknesses:  
Audit findings or a combination of Significant Issues that can result 
in financial liability and exposure to a department/agency and to 
the County as a whole.  Management is expected to address 
“Material Weaknesses” brought to their attention immediately. 
 

 Significant Issues:   
Audit findings or a combination of Control Findings that represent 
a significant deficiency in the design or operation of processes or 
internal controls.  Significant Issues do not present a material 
exposure throughout the County.  They generally will require 
prompt corrective actions.  

 
 Control Findings and/or Efficiency/Effectiveness Issues:  

Audit findings that require management’s corrective action to 
implement or enhance processes and internal controls.  Control 
Findings and Efficiency/Effectiveness issues are expected to be 
addressed within our follow-up process of six months, but no later 
than twelve months. 
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ATTACHMENT B:  Auditor-Controller Management 
Responses 
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ATTACHMENT B:  Auditor-Controller Management 
Responses (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
 
 
 

 
 
 
 



 

 
Special Report on Virtual Timesheet Interface (VTI): 
Access to Employee Social Security Numbers 
Audit No. 2763       Page 18 

OC Internal Audit Report 
 
 
ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT C:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
 
 
 

 


