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OC IAD conducted an Internal Control 
Review of Auditor-Controller Claims & 
Disbursing processes to reimburse 
employees for educational and travel 
claims, where we identified issues 
concerning access and use of employee 
Social Security Numbers in various 
documents and systems used in the claims 
and disbursing processes.  
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i 
The Internal Audit Department is an independent audit function reporting directly to the Orange County Board of Supervisors.   

Letter from Director Peter Hughes 
 

Transmittal Letter 
 
 
 

 
 
We have completed our an Internal Control Review of selected centralized, core 
business processes in the Auditor-Controller Claims and Disbursing Unit for the year 
ended June 30, 2007.  During the course of our review, we identified issues concerning 
access and use of employee Social Security Numbers in various documents and 
systems used in the claims and disbursing processes.  Our report addressing these 
issues is attached.   
 
This is one in a series of audit reports of Auditor-Controller Claims & Disbursing.  We will 
also issue separate audit reports for the Educational and Professional 
Reimbursement process (#2720-1); Mileage & Other Expenses reimbursement 
process (#2720-2); and Vendor Payments (#2720-4). 
 
Please note we have a structured and rigorous Follow-Up Audit process in response to 
recommendations and suggestions made by the Audit Oversight Committee (AOC) and 
the Board of Supervisors (BOS).  As a matter of policy, our first Follow-Up Audit will 
now begin at six months from the official release of the report.  A copy of all our Follow-
Up Audit reports is provided to the BOS as well as to all those individuals indicated on 
our standard routing distribution list.   
 
The AOC and BOS expect that audit recommendations will typically be implemented 
within six months and often sooner for significant and higher risk issues.  Our second 
Follow-Up Audit will now begin at 12 months from the release of the original report, by 
which time all audit recommendations are expected to be addressed and implemented.    
 
At the request of the AOC, we are to bring to their attention any audit recommendations 
we find still not implemented or mitigated after the second Follow-Up Audit.  The AOC 
requests that such open issues appear on the agenda at their next scheduled meeting 
for discussion.   
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Processes - Issues Concerning 
Employee Social Security Numbers 



1 

ii 
The Internal Audit Department is an independent audit function reporting directly to the Orange County Board of Supervisors.   

Letter from Director Peter Hughes 
 
 
We have attached a Follow-Up Audit Report Form. Your department should complete 
this template as our audit recommendations are implemented.  When we perform our 
first Follow-Up Audit approximately six months from the date of this report, we will need 
to obtain the completed document to facilitate our review.  
 
Each month I submit an Audit Status Report to the BOS where I detail any material and 
significant audit findings released in reports during the prior month and the 
implementation status of audit recommendations as disclosed by our Follow-Up Audits.  
Accordingly, the results of this audit will be included in a future status report to the BOS. 
 
As always, the Internal Audit Department is available to partner with your staff so that 
they can successfully implement or mitigate difficult audit recommendations.  Please feel 
free to call me should you wish to discuss any aspect of our audit report or 
recommendations.   
 
 
ATTACHMENTS  
 
 
Other recipients of this report listed on the Internal Auditor’s Report on page 2. 
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INTERNAL AUDITOR’S REPORT 
 
 
 
 
 
 
 
 
 
 

 
 
 
Scope of Review 
We conducted an Internal Control Review of the Auditor-Controller’s 
Claims and Disbursing Unit for the year ending June 30, 2007.  During 
the course of our review, we identified issues concerning access and 
use of employee Social Security Numbers in various documents and 
systems used in the claims and disbursing processes.  This report 
includes our observations and recommendations on the issues along 
with management’s responses.   
 
This is one in a series of audit reports of Auditor-Controller Claims & 
Disbursing.  We will also issue separate audit reports for the 
Educational and Professional Reimbursement process (#2720-1); 
Mileage & Other Expenses reimbursement process (#2720-2); and 
Vendor Payments (#2720-4).  Our audit was conducted in 
accordance with professional standards established by the Institute of 
Internal Auditors.   
 
Results 
Because of the privacy risk, sensitivity, and the potential of misuse of 
employee Social Security numbers, we identified three Significant 
Issues resulting in four recommendations to address our audit 
observations discussed in the Detailed Observations, 
Recommendations and Management Responses section of this 
report. See Attachment A for a description of Report Item 
Classifications.   
 
Acknowledgment  
We appreciate the courtesy and cooperation extended to us during 
the audit by the personnel of the Auditor-Controller Claims and 
Disbursing, and Information Technology Units.  If we can be of further 
assistance, please contact me or Eli Littner, Deputy Director, at (714) 
834-5899 or Michael Goodwin, Senior Audit Manager, at (714) 834-
6066. 
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Audit Highlight 
 
Our audit of 
Auditor-Controller 
Claims & 
Disbursing 
processes 
identified four 
recommendations 
to protect the 
confidentiality of 
employee Social 
Security Numbers.  
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Respectfully Submitted, 
 
 
 
Dr. Peter Hughes, CPA, Director 
Internal Audit Department 
 
ATTACHMENTS 
 
Distribution Pursuant to Audit Oversight Committee Procedure No. 1: 

 
Members, Board of Supervisors 
Members, Audit Oversight Committee 
Thomas G. Mauk, County Executive Officer 
Bob Franz, Deputy CEO, Chief Financial Officer 
Shaun Skelly, Senior Director, A-C/Accounting and Technology 
Jan Grimes, Director, A-C/Central Accounting Operations 
Robert Leblow, Senior Manager, A-C/Claims and Disbursing 
Toni Smart, Manager, A-C/Internal Audit and Staff Services 
Carl Crown, Director, Human Resources Department  
Foreperson, Grand Jury 
Darlene J. Bloom, Clerk of the Board of Supervisors 
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DETAILED OBSERVATIONS, RECOMMENDATIONS 

AND MANAGEMENT RESPONSES 
 
During the course of conducting our Internal Control Review of 
Auditor-Controller Claims & Disbursing processes, we identified 
issues concerning access and use of employee Social Security 
Numbers in reimbursement claim forms and the County’s financial 
accounting system used to process payroll and reimbursement 
claims.   
 

 
Confidentiality of Social Security Numbers 
The California Office of Privacy Protection in the Department of 
Consumer Affairs has the statutorily mandated purpose of protecting 
the privacy of individuals’ personal information.  The Office of Privacy 
Protection has published recommended practices for protecting the 
confidentiality of Social Security Numbers (SSNs) because of the role 
they play in the marketplace with identity theft and other forms of 
fraud. The California Code sections governing access and 
confidentiality of SSNs include: 
 

• Civil Code Sections 1798.85 – 1798.86.  The California 
Office of Privacy Protection developed recommended 
practices that address, but are not limited to, the provisions of 
these Civil Code Sections.  These practices address the 
collection, display and security measures over records 
containing SSNs.      
 

• Labor Code Section 226 – requires employers to use only the 
last four digits of SSNs if they are shown on payroll related 
documents.  Employers must comply with this code by 
January 1, 2008.   

 
 
See Attachment D – Recommended Practices on Protecting the 
Confidentiality of Social Security Numbers.  
 
 
The following are our observations concerning use and access of 
employee Social Security Numbers relating to A/C Claims and 
Disbursing processes: 
 



 

Internal Control Review of Auditor-Controller’s Claims & Disbursing Processes 
Issues Concerning Employee Social Security Numbers 
Audit No. 2720-3                                                                                                                                                                                   Page 4 

OC Internal Audit Report 
 
Observation No. 1 – Contracted Data Entry Services 
(Significant Issue) 
CEO/IT executes an annual Price Agreement with an outside 
contractor to provide data entry services for multiple 
departments/agencies, such as the Auditor-Controller and Treasurer-
Tax Collector.  Services provided by the contractor include but are not 
limited to payroll and secured annual tax roll returns.  The Price 
Agreement in effect at the time of our audit was with Digital Archive 
Technology, LLC for $75,000 covering the period March 31, 2007 
through February 29, 2008.    
 
Although Civil Code Section 1798.85b allows for the collection and 
use of SSNs for purposes of internal verification, the County provides 
all mileage expense and reimbursement claims containing personal 
and sensitive information (SSNs, employee addresses) to an outside 
vendor for data entry.  We reviewed the Price Agreement for 
provisions concerning confidentiality of employee information.  We 
noted the Price Agreement contained one standard provision 
concerning confidentiality as follows: 
 

Confidentiality: “Contractor agrees to maintain the confidentiality 
of all County and County-related records and information pursuant 
to all statutory laws regarding privacy and confidentiality that 
currently exist or exist at any time during the term of this contract.  
All such records and information shall be considered confidential 
and kept confidential by Contractor and Contractor’s staff, agent, 
and employees.” 

 
The Price Agreement went through the standard review and approval 
process involving County Counsel and the Board of Supervisors and 
appears to be proper in all regards for such an agreement.   
 
The California Office of Privacy Protection has recommended 
practices on protecting the confidentiality of SSNs.  Under the 
objective of controlling access to SSNs, the Fair Information Practice 
Principle over security suggests the following:   
 
• If you do share SSNs with other companies or organizations, 

including contractors, use written agreements to protect their 
confidentiality.  

 
• Prohibit such third parties from disclosing SSNs, except as 

required by law.  
 
• Require such third parties to use effective security controls on 

record systems containing SSNs. 
 
• Hold such third parties accountable for compliance with the 

restrictions one imposes, including monitoring or auditing their 
practices.   
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It should be noted that under the requirements of Health Insurance 
Portability and Accountability Act of 1996 (HIPAA), additional contract 
terms and conditions are required when contracting with third party 
“business associates” that process protected health information.     
 
Based on the above recommended practices from the California 
Office of Privacy Protection, we believe that CEO/IT should consult 
with County Counsel to determine if additional clauses and 
safeguards are needed in contract language, such as for security 
controls and monitoring requirements, because of the access to 
employee SSNs.  
 
Recommendation No. 1 
County Executive Office consult with County Counsel and evaluate 
the adequacy of contract language and safeguards such as security 
controls and monitoring concerning the Price Agreement for data 
entry services, and determine if additional contractual requirements 
are needed to ensure the protection of employee SSNs.  
 
CEO Management Response: 
Concur:  The CEO’s office has begun to work with County Counsel to 
draft more specific language that will provide the necessary controls.  
A further mitigating factor will be the implementation of an online 
Mileage Claims Processing application that will eliminate a significant 
need for data entry services.  
 
 
Observation No. 2 – Use of Social Security Numbers in 
CAPS (Significant Issue) 
The Countywide Accounting and Personnel System (CAPS) is used 
for processing County financial, payroll, purchasing and human 
resources information.  Oversight of CAPS is provided jointly by a 
CAPS Steering Committee consisting of members from the Auditor-
Controller and County Executive Office.  In CAPS, the primary key 
used to identify employees is the employee Social Security Number 
(SSN).  As a result, County payroll timekeeping system (VTI) and 
forms for reimbursement claims (Mileage & Other Expenses Claim 
and the Educational and Professional Reimbursement Claim) each 
require complete employee SSNs to input and process claims in 
CAPS.   
 
In a response to a separate audit report we issued on access to 
employee SSNs in VTI, the Auditor-Controller indicated the cost to 
eliminate the use of SSNs in CAPS would be significant, and that this 
issue has been identified as a strategic priority.  Because of the 
requirements of the above Civil and Labor Code sections, appropriate 
actions should be taken to restrict access to complete employee 
SSNs on documents processed in CAPS.  In addition, options and 
cost-benefits should be explored and documented to address 
eliminating the use of SSNs in CAPS.   
 



 

Internal Control Review of Auditor-Controller’s Claims & Disbursing Processes 
Issues Concerning Employee Social Security Numbers 
Audit No. 2720-3                                                                                                                                                                                   Page 6 

OC Internal Audit Report 
 
Recommendation No. 2a 
Auditor-Controller and County Executive Office jointly identify 
alternatives for eliminating or modifying SSNs as the primary key 
identifier in CAPS that includes a documented cost-benefit analysis of 
modifying CAPS for this purpose.      
 
Auditor-Controller Management Response: 
Concur.  Measures have been taken to restrict user access to SSNs 
throughout the system.  Nevertheless, the Auditor-Controller will work 
jointly with the CEO’s Office to formally assess the feasibility of 
eliminating or modifying SSNs as the primary key identifier in CAPS 
HR/Payroll System.   
 
County Executive Office Management Response:  
Concur: The CEO’s office will work with the Auditor-Controller’s office 
to conduct an impact analysis as appropriate related to the current 
CAPS HR/Payroll application.  Certain measures have already been 
undertaken such as elimination of SSN information on reports and 
removal of SSN on both printed and online employee pay stubs 
thereby making the County compliant with Labor Code 226.  
Furthermore, upon consultation with County Counsel, it was 
determined that Civil Code sections 1798.85 and 1798.86, which are 
cited in the Internal Audit report, do not apply to the County.  
Nonetheless, our office is sensitive to both constitutional safeguards 
protecting an individual’s right to keep their information private and 
public perception should information be compromised and we will 
therefore continue to maintain due diligence in ensuring necessary 
safeguards are in place.   
 
 
Recommendation No. 2b 
Auditor-Controller ensure appropriate actions are taken to restrict 
access to complete employee SSNs on related payroll documents in 
accordance with Labor Code section requirements.   
 
Auditor-Controller Management Response: 
Concur. Reports have been revised to eliminate SSN, the Data 
Warehouse requires security authorization, and we have restricted 
access into AHRS to only those employees who require it to perform 
their duties.  Any new requests for access into the AHRS system must 
be formally requested through the CAPS PMO office.  The access 
request form is located at http://capsprod.ocgov.com/capsnews/.  In 
order to gain access the form must be approved by both a supervisor 
and a functional administrator. 
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Observation No. 3 – Use of Social Security Numbers in 
CAPS+ Upgrade Project  (Significant Issue) 
The Auditor-Controller with oversight of the CAPS Steering 
Committee is in process of implementing an upgrade to CAPS, known 
as CAPS+ Upgrade Project.  The CAPS+ project is a multi-year effort 
to upgrade the County’s current financial, payroll and purchasing 
system to the next generation, web-based ERP product known as 
AMS Advantage 3 from the vendor of the system, CGI/AMS.   
 
The Auditor-Controller indicated that they are aggressively pursuing 
alternatives to eliminate the use of SSNs as the primary key identifier 
in CAPS+ Upgrade Project.  The expected date of implementing 
phase one of CAPS+ is expected to go live in July 2009.  Because of 
the sensitive nature of SSNs, we concur with the importance of 
pursuing alternatives to eliminate the need for using employee SSNs 
in the CAPS upgrade.  
 
Recommendation No. 3 
Auditor-Controller obtain documented assurance and direction from 
CGI/AMS on identifying alternatives for eliminating the use of SSNs 
as the primary key in the CAPS+ Upgrade Project.   
 
Auditor-Controller Management Response: 
Concur with Clarification:  Only the CGI Financial/Purchasing System 
is scheduled to be upgraded and implemented in July 2009.  SSN is 
not used as the primary key in this system.  No decision has been 
made to replace/upgrade the current CGI HR/Payroll System.  Within 
this system, SSN is the primary key and this issue is discussed in 
Recommendation 2a.  Nevertheless, the elimination of SSN as the 
primary key in any HR/Payroll system replacement/upgrade will be 
diligently pursued.   
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ATTACHMENT A:  Report Item Classifications 
 

 
For purposes of reporting our audit observations and 
recommendations, we will classify audit report items into three distinct 
categories:  
 

 Material Weaknesses:  
Audit findings or a combination of Significant Issues that can result 
in financial liability and exposure to a department/agency and to 
the County as a whole.  Management is expected to address 
“Material Weaknesses” brought to their attention immediately. 
 

 Significant Issues:   
Audit findings or a combination of Control Findings that represent 
a significant deficiency in the design or operation of processes or 
internal controls.  Significant Issues do not present a material 
exposure throughout the County.  They generally will require 
prompt corrective actions.  

 
 Control Findings and/or Efficiency/Effectiveness Issues:  

Audit findings that require management’s corrective action to 
implement or enhance processes and internal controls.  Control 
Findings and Efficiency/Effectiveness issues are expected to be 
addressed within our follow-up process of six months, but no later 
than twelve months. 
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ATTACHMENT B:  Auditor-Controller Management 
Responses 
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ATTACHMENT B:  Auditor-Controller Management 
Responses (continued) 
 
 
 
 

 



 

Internal Control Review of Auditor-Controller’s Claims & Disbursing Processes 
Issues Concerning Employee Social Security Numbers 
Audit No. 2720-3                                                                                                                                                                                   Page 11 

OC Internal Audit Report 
ATTACHMENT C:  County Executive Office 
Management Responses 
 
 
 
 

 



 

Internal Control Review of Auditor-Controller’s Claims & Disbursing Processes 
Issues Concerning Employee Social Security Numbers 
Audit No. 2720-3                                                                                                                                                                                   Page 12 

OC Internal Audit Report 
ATTACHMENT C:  County Executive Office 
Management Responses (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
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ATTACHMENT D:  Recommended Practices on 
Protecting the Confidentiality of Social Security 
Numbers (continued) 
 
 

 

 


